The 101:
Multi-factor Authentication.

Unpacked.
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Today’s Presenter

 +10 years in cybersecurity

* Helped hundreds of customers understand & implement MFA

* Presented at:
| * NYSAC Legislative Conference — Cybersecurity Workshop
Kimberly Biddings * NACo CIO Forum & Annual Conference

VP of Product e NACo Tech Exchange webinars
BIO-key International
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Why are we talking about MFA?
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The cybersecurity landscape

- Every 39 seconds there is a new cyberattack
somewhere on the web

« Over 4,000 ransomware attacks take place around
the world daily

+ A 300% increase in cybercrime reports since the
COVID pandemic was noted by the FBI

- The average cyber insurance premium rose 25%
since 2021, with some policyholders paying over
an 80% higher rate in 2022
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Attacks on counties of all sizes

NJ county hit by ransomware —marks the 22" US state or
local government hit by ransomware in 2022
~340,000 population

Hackers accessed/acquired resident’s personal information
from NY county services —residents told to check their credit
reports closely

~1.5m population

Services limited for 3 weeks, and county employee &resident
data compromised after ransomware attack in CO county
~49,000 population

In 2016, one of first ransomware attacks on TN county 911
call center had staff using pencil &paper for 3 days
~32,000 population
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NACo Cybersecurity Priorities and Best Practices
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https://www.naco.org/resources/naco-cyber-security-priorities-and-best-practices

Required for DHS Cybersecurity
Grant Program

On September 16, 2022, the Department of
Homeland Security (DHS) announced a first-of-its-
kind cybersecurity grant program specifically for
state, local, and territorial (SLT) governments
across the country.

Current closing date for applications: Nov 15, 2022

Required Elements

If there are any existing plans that meet the required elements, references to them may
be used in lieu of incorporating them in their entirety. The Cybersecurity Plan must
describe, to the extent practicable, how the state plans to address the below elements.
The Cybersecurity Plan is a strategic document, looking broadly across the entire
jurisdiction. The description should support the vision, mission and other strategic
guidance set by the Cybersecurity Planning Committee.

1. Manage, monitor, and track information systems, applications, and user accounts
owned or operated by, or on behalf of, the state or local governments within the state,
and the information technology deployed on those information systems, including
legacy information systems and information technology that are no longer supported
by the manufacturer of the systems or technology.

2. Monitor, audit, and track network traffic and activity transiting or traveling to or from
information systems, applications, and user accounts owned or operated by, or on
behalf of, the state or local governments within the state.

3. Enhance the preparation, response, and resilience of information systems,
applications, and user accounts owned or operated by, or on behalf of, the state or local
governments within the state, against cybersecurity risks and cybersecurity threats.

4. Implement a process of continuous cybersecurity vulnerability assessments and
threat mitigation practices prioritized by degree of risk to address cybersecurity risks
and cybersecurity threats on information systems, applications, and user accounts
owned or operated by, or on behalf of, the state or local governments within the state.

5. Ensure that the state or local governments within the state, adopt and use best
practices and methodologies to enhance cybersecurity, discussed further below.

The following cybersecurity best practices under required element 5 must be included

3,

Implement multi-factor authentication;

Implement enhanced logging;

Data encryption for data at rest and in transit;

End use of unsupported/end of life software and hardware that are accessible from
the Internet;
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What 1s MFA?
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@LoGo

Log in to your account

Username

Can't log in?

Privacy policy Terms of use



noun: identity ; plural noun: identities
1. the fact of being who or what a person or thing is.

noun: authentication ; plural noun: authentications
1. the process or action of proving or showing something to be true,
genuine, or valid.

MULTFFACTOR AUTHENTICATION

Using multiple authentication methods to prove you
are who you say you are.
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Something
You KNOW

Password, PIN,
Security Questions

01

Something
You ARE

Fingerprint, Face,

Palm

[

got
MFA?

{Multi-Factor Authentication)




APPLICATIONS
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How do you implement MFA?
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5 critical steps to implementing MFA

Phased Rollout & User Adoption

Keep track of user satisfaction

Communication Strategy
Change management at all levels

Define Your Security Policies
Down to the group, OU, or individual

Pick Your Authentication Methods

Give users enough choices & flexibility

Assess Your Situation
Cyber risk, users, & compliance/insurance
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How do you know what authentication you should use?

THE PERSON HOW THEY WORK
- .-—Q.....ﬁ- . .“ B

WHAT'S REQUIRED

|
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USABILITY SECURITY

Ease of use increases Security increases
B seourty uesions - Analyzed each method for:
[ | B svsorr [
B B cmailore ] .
v Security
. . Mobile Authenticator App .
n B B rushnotfications N v" Convenience / Ease of Use
[ | B 002 webauthn | v Total Cost
| B B weskey | O v .
- B B oo ot - m Effort of Implementation
B W Device-based Biometrics H v Ongoing Maintenance
v Phone-based or Not
. VERY LOW . VERY LOW
. VERY HIGH . VERY HIGH
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Your cybersecurity policy outlines your guidelines and provisions for

preserving the security of your county’s data and technology infrastructure

Login

INFORMATION SECURITY
POLICY INCLUSIONS

Access control &' Malicious code protections
| Identification and Authentication | Physical security

(including multi-factor authentication and passwords)

.z Data classification Backups _

Encryption Seé.‘;'ﬁﬁrfeﬁfg'f"w

Remote access Employee on/offboarding
5 Acceptable use % Change management

%) patching

Information

Actions w

Password Change
RADIUS [ VPN

Desktop 2FA

it Unlock
rd Reset

ird Recovery

ition Methods »

?

Rules »

ins >

jous >

V6.5.1.6: Security Policy - marketing department

Actions - Login

How will users login

Allow End-user 2FA Opt-in

v OTP METHODS

Change Requires F d Re-Entry

Accepted OTP Methods

Default Authentication Method

Allow Users to Override

v FIDO PASSWORDLESS

Allow Passwordless Login with FIDO2 Token

dless Login Byp Login Enroliments

Two-factor (2FA)

Phone Mobile App

BlO-key Push
Token

Phone

Edit Form In Raw Mode l
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Communication is key — use “Cyber Champions” to lead the way.
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5 Steps to Communicating Effectively
\

a Define your goals
o \
\ a Know your audience & their motivation

S
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\
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Focus messaging on the “why”
|

° Have a clear Call-to-Action

4
o
[ 4
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6 Use an omnichannel approach
J/

’
e
4
4
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Cybersecunty IS an Qngomg journey W1th
multiple chapters. ,, TP
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BlO-key PortalGuard

An award-winning platform to secure access for Employees, Citizens, & Suppliers

o O

Multi -factor |dentity -Bound Single Sign-on (SSO)
Authentication (MFA) Biometrics E ARSI+ vord prompts and seclirg
Wide range of authentication methods for Unique, centralized biometric identity that B AR 2P o single 1P
flexible, powerful identity security can be used to verify the person
MobileAuth E Self-service Password Hardware Devices
Multi-factor authentication app that Reset (SSPR) Offer a variety of devices including

offers Identity -Bound Biometric
authentication options & push tokens

Microsoft -qualified Windows Hello USB

Reduce password-related IT support calls fingerprint scanners & FIDO-keys

by up to 95%

gE! IIET% "¢ GLUBALN FORTRESS
INFOSEC AWARDS S —
WINNERS CYBER SECURITY:

EXCELLENCE
AWARDS CYBER DEFENSE MAGAZINE



L earn more:

Ranking Authentication Methods eBook

Try PortalGuard & MFAOR Contact Us to

schedule a discovery call

f@ﬁ%ﬁ

St

[=]

24

Questions?
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Thank You
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mailto:Kimberly.biddings@bio-key.com
http://www.bio-key.com/
https://www.facebook.com/BIOkeyInternational/
https://twitter.com/biokeyintl?lang=en
https://www.linkedin.com/company/24903
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